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1. Underskriftsprofiler

Underskriftsprofiler styr vilka anvandarattribut som ska ingd i det slutgiltiga underskriftscertifikatet .

Tillgangliggjorda underskriftsprofiler utgdr ifran Digitaliseringsmyndighetens attribute sets.

Underskriftsprofil

eln_ap_pnr_01

digg_ap_hsaid_01

eln_ap_orgperson_01

eln_ap_pnr_01_orgid

eln_ap_eidas_natper
_01

dni
underskriftscertifikat,
exempel

cn=Elin Svensson

serialNumber=1991011923
84

sn=Svensson
givenName=Elin
cn=Elin Svensson

serialNumber= TST556559
4230-12R7

sn=Svensson
givenName=Elin
cn=Elin Svensson

serialNumber= TST556559
4230-12R7@5565594230

sn=Svensson
givenName=Elin
O=Inera AB
cn=Elin Svensson

serialNumber= 199101192
384

sn=Svensson
givenName=Elin
2.5.4.97=5590858584
cn=Elin Svensson

serialNumber= xx:yy:19910
1192384

sn=Svensson

givenName=Elin

DIGGs attributset som ligger till Utgivande CA for Signaturalgoritm
grund fér underskriftsprofilen underskriftscertifikat
ELN-AP-Pnr-01 - Natural Personal For LOA2: CGI Sverige AB ECDSA P256
Identity with Civic Registration Number Low DSS End User CA
(Personnummer)

For LOA3: CGI Sverige AB
Substantial DSS End User
CA

DIGG-AP-HSAId-01 - Natural Person
Identity with HSA-ID

ELN-AP-OrgPerson-01 - Organizational
Identity for Natural Persons

Kombination av ELN-AP-Pnr-01 och ELN-
AP-OrgPerson-01

ELN-AP-eIDAS-NatPer-01 For LOW: CGI Sverige AB ECDSA P256
Low DSS End User CA

For SUB: CGI Sverige AB
Substantial DSS End User
CA

For HIGH: CGI Sverige AB
HIGH DSS End User CA

Namngivningen av dessa profiler &r i praktiken andringsbara per logisk instans (varje ansluten e-tjanst).

Signaturtyp

XAdES-
BASELINE-B,
Enveloped

PAdES-
BASELINE-B,
Enveloped

XAdES-
BASELINE-B,
Enveloped

PAdES-
BASELINE-B,
Enveloped
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1.1. Styrning av underskriftsprofil
E-tjansten anger i féltet <csi g: Aut hnPr of i | e> i SignRequest vilken underskriftsprofil som énskas.

Styrande anvandarattribut inkommer i SignRequest fran e-tjansten till Underskriftstjansten, i elementet <csi g: Si gner >. Underskriftstjansten skickar
dessa attribut vidare i AuthnRequest till IdP, i faltet <psc: Pri nci pal Sel ecti on>. IdP returnerar sedan anvandarattribut frdn autentiseringen i
SAMLResponse, i faltet <sam 2: At t ri but eSt at enent >. Dessa attributvarden valideras mot de som angavs i SignRequest, och anvénds sedan for att
skapa underskriftscertifikatet enligt énskad underskriftsprofil. Exempel-requests aterfinns i SAD - Underskriftstjansten - Requests.


https://confluence.cgiostersund.se/pages/viewpage.action?pageId=230631151

1.2. Anvandarattribut

Foéljande SAML-attribut frn Ineras IdP anvands for att populera anvandarattributen i underskriftscertifikatet:

Faltidni Attribut fran IdP Attribut fran IdP for e-legitimationer som stodjer
underskriftcertifikatet DIGG's SAML Profil

cn=Elin Svensson urn: nane urn:0id:2.16.840.1.113730.3.1.241

givenName=Elin http://sanbi.se/attributes/ 1/ gi venNane urn:oid:2.5.4.42

sn=Svensson http://sanbi.se/attributes/1/ surnane urn:oid:2.5.4.4

O=Inera AB http://sanbi.se/attributes/1 urn:oid:2.5.4.10

/ organi zat i onNane

2.5.4.97=5590858584 http://sanbi.se/attributes/1 urn:oid:2.5.4.97
/organi zationl dentifier

serialNumber baseras pa olika attribut fran IdP beroende pa& underskriftsprofil:

Underskriftsprofil serialNumber, exempel Attribut fran IdP (Inera's IdP) Attribut fran IdP for e-legitimationer som
stddjer DIGG's SAML profil

eln_ap_pnr_01 serialNumber=199101192384 http://sanbi.se/attributes/1 urn:oid: 1. 2.752.29.4.13
/ personal | dentit yNunber
digg_ap_hsaid_01 serialNumber= TST5565594230- http://sanbi.se/attributes/1
12R7 / enpl oyeeHsal d
eln_ap_orgperson_01 | serialNumber= TST5565594230- urn:orgAffiliation
12R7@5565594230
eln_ap_pnr_01_orgid ' serialNumber= 199101192384 http://sanmbi.se/attributes/1
/ personal | denti t yNunber
eln_ap_eidas_natper | serialNumber= xx:yy:199101192384 = N/A urn:oid:1.2.752.201.3. 4
_01

Vid anvandning av IDP:er for t ex BankID eller Freja elD+ s& mappas attributen till X509 certifikatet baserat p& DIGG's SAML profil: ELN-AP-Pnr-01 -
Natural Personal Identity with Civic Registration Number (Personnummer) samt att det &r den enda profilen som fungerar med dessa typer av e-
legitimationer.


http://sambi.se/attributes/1/givenName
http://sambi.se/attributes/1/surname
http://sambi.se/attributes/1/organizationName
http://sambi.se/attributes/1/organizationName
http://sambi.se/attributes/1/organizationIdentifier
http://sambi.se/attributes/1/organizationIdentifier
#
http://sambi.se/attributes/1/personalIdentityNumber
http://sambi.se/attributes/1/personalIdentityNumber
http://sambi.se/attributes/1/employeeHsaId
http://sambi.se/attributes/1/employeeHsaId
http://sambi.se/attributes/1/personalIdentityNumber
http://sambi.se/attributes/1/personalIdentityNumber
https://github.com/swedenconnect/technical-framework/blob/master/04%20-%20Attribute%20Specification%20for%20the%20Swedish%20eID%20Framework.md#23-natural-personal-identity-with-civic-registration-number-personnummer
https://github.com/swedenconnect/technical-framework/blob/master/04%20-%20Attribute%20Specification%20for%20the%20Swedish%20eID%20Framework.md#23-natural-personal-identity-with-civic-registration-number-personnummer

2. Stodtjanstprofil

Stodtjansten kombinerar Underskriftstjanstens underskriftsprofiler och dnskad tillitsniva (LoA) i s.k. stodtjanstprofiler.

Underskriftsprofil Godkand tillitsniva Stodtjanstprofil
eln_ap_pnr_01 LoA 2 eller LoA 3 eln_ap_pnr_01_loa2_loa3
LoA 3 eln_ap_pnr_01_loa3
digg_ap_hsaid_01 LoA 2 eller LoA 3 digg_ap_hsaid_01_loa2_loa3
LoA 3 digg_ap_hsaid_01_loa3
eln_ap_orgperson_01 LoA 2 eller LoA 3 eln_ap_orgperson_01_loa2_loa3
LoA 3 eln_ap_orgperson_01_loa3
eln_ap_pnr_01_orgid LoA 2 eller LoA 3 eln_ap_pnr_01_orgid_loa2_loa3
LoA 3 eln_ap_pnr_01_orgid_loa3

eln_ap_eidas_natper_011 = eidas-sub eller eidas-high ' eln_ap_eidas_natper_eidas_sub_eidas_high

1 profilen eln_ap_eidas_natper_01 for elDAS stdds ej av Underskriftstjansten - Bas.
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