2.2 Attributlista

Denna sida beskriver attribut och varden samt dess mappning inom SAML och OIDC.
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authorizationScope
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Exempel
SAML AttributeStatement
OIDC ID Token



Introduktion

IdP tillhandahaller identifierande och behorighetsstyrande anvandarattribut till anslutna SP/RP.



Grundfléde for att begara attribut

* Vilka attribut en SP/RP maximalt far begara registreras i IdP vid anslutning av SP/RP, och bestams utifran vilka attribut som begarts i forstudien
for anslutning.
O For SAML sa anges attributen i SP-metadata, i ett eller flera <At t ri but eConsumni ngSer vi ce>-element innehallandes dnskad
uppsattning attribut.
© For OIDC sé registreras tillatna attribut manuellt av IdP-administratér i samband med registrering av RP.
* Vid autentiseringsbegaran sa anger SP/RP vilka attribut som efterfragas.
© For SAML anges vilken kollektion av attribut (vilken <At t r i but eConsum ngSer vi ce>) som skall anvandas.
© Fér OIDC s& anges direkt i anropet vilka attribut som 6nskas.

Se Attributstyrning SAML respektive Attributstyrning OIDC fér mer detaljerad information om hur attributbegéaran sker i respektive protokoll samt FAQ - IdP
for hur kontroll kan goras av hur befintlig SP/RP begéaran ser ut.


#
#
#
#
#

Datakallor

Autentiserings- och anvandarattribut som IdP levererar harstammar fran en handfull olika datakéllor.



Autentiseringsmetadata

Dessa attribut innefattar information om sjélva autentiseringen, t.ex. tidpunkt for autentisering, utfardande entitet, osv.



Anvandarcertifikat

Dessa attributvarden hamtas direkt fran anvandarens certifikat.



HSA

HSA innehaller information om vardpersonal och deras behérigheter.

Strukturen grovt ar att en fysisk person (identifierad med personnummer) har ett eller flera tjanste-id:n i HSA (identifierade med employeeHsald) som i sin
tur kan ha ett eller flera vardmedarbetaruppdrag kopplade till sig (identifierade med commissionHsald).

® Fysisk person (personnummer)
© Tjanste-id1l i HSA (employeeHsald 1)
® uppdragl (commissionHsald 1)
" uppdrag2 (commissionHsald 2)
O Tjénste-id2 i HSA (employeeHsald 2)
" uppdrag3 (commissionHsald 3)
® uppdrag4 (commissionHsald 4)

HSA-attribut som IdP levererar kan harstamma fran antingen tjanste-id-nivan eller fran uppdragsnivan.

Anvandarnas id-barare har antingen personnummer eller employeeHsald ( = personHsald i HSA-katalogen) som identifierare. Beroende pa vilken id-
barare som anvands vid autentisering sa kommer alltsa tjanste-id:t redan vara forvalt eller inte.



Anvandarval i autentiseringsflédet

Anvéandarval av tjanste-id
Anvandaren kommer att stéllas infor ett val av tjanste-id om:
1. SP/RP har begart HSA-attribut (pa tjanste-id- eller uppdragsnivd) OCH

2. anvandaren autentiserar sig med en id-barare som har hens personnummer som identifierare OCH
3. anvandaren har multipla tjanste-id:n i HSA.

Anvandarval av medarbetaruppdrag
Anvandaren kommer att stéllas infor ett uppdragsval om:

1. SP/RP har begart HSA-attribut p& uppdragsnivd OCH
2. anvandaren har multipla uppdrag i HSA.



Sammanstéallining och mappning



Valbara attribut/claims

Tabellen nedan listar alla valbara attribut, definierade for SAML respektive OIDC, huruvida de &r multivarda eller inte, vilken datakalla de kommer ifran,
samt huruvida de kan leda till ett anvandarval eller ej.

Valbara attribut/claims

SAML Attributnamn OIDC Claim (s =0IbC Multivarde Datakalla: Datakalla: Datakalla: Kan leda till Kan leda
standardiserat) Autentiserings- Anvandar- HSA val av till val av
metadata certifikat Personpost Uppdrag

urn:sambi:names:attribute:authnMethod amr ©) X (for OIDC) X

urn:sambi:names:attribute:x509IssuerName

http://www.w3.0rg/2000/09
Ixmldsig#X509IssuerName

x509IssuerName

http://iwww.w3.0rg/2000/09 x509SubjectName
/xmldsig#X509SubjectName
urn:sambi:names:attribute:levelOfAssurance acr ® X (utifrén cert)

urn:credential:givenName
urn:credential:surname

urn:credential:personalldentityNumber

urn:credential:displayName
urn:credential:organizationName

urn:credential:certificatePolicies

credentialGivenName
credentialSurname

credentialPersonalldentityNu
mber

credentialDisplayName
credentialOrganizationName

credentialCertificatePolicies X

urn:allCommissions allCommissions X X

urn:allEmployeeHsalds allEmployeeHsalds X

urn:orgAffiliation orgAffiliation X X
urn:identityProviderForSign identityProviderForSign

http://sambi.se/attributes/1/commissionHsald commissionHsald X X
http://sambi.se/attributes/1/commissionName commissionName X X
http://sambi.se/attributes/1/commissionPurpose = commissionPurpose X X
http://sambi.se/attributes/1/commissionRight commissionRight X X X
http://sambi.se/attributes/1/employeeHsald employeeHsald X
http://sambi.se/attributes/1/givenName given_name () X

http://sambi.se/attributes/1/surname family_name () X

urn:name name () X

http://sambi.se/attributes/1 groupPrescriptionCode X X

/groupPrescriptionCode

http://sambi.se/attributes/1 healthcareProfessionalLicense X X

/healthcareProfessionallLicense

http://sambi.se/attributes/1 healthcareProfessionalLicens X
/healthcareProfessionalLicenseldentityNumber | eldentityNumber

http://sambi.se/attributes/1 healthCareProfessionalLicenc = X X
/healthCareProfessionalLicenceSpeciality eSpeciality

http://sambi.se/attributes/1 healthCareProviderHsald X X
/healthCareProviderHsald

http://sambi.se/attributes/1/healthcareProviderld = healthcareProviderld X X
http://sambi.se/attributes/1 healthCareProviderName X
/healthCareProviderName

http://sambi.se/attributes/1/healthCareUnitHsald | healthCareUnitHsald X X
http://sambi.se/attributes/1/healthCareUnitName | healthCareUnitName X X
http://sambi.se/attributes/1/mail mail X X

http://sambi.se/attributes/1 mobileTelephoneNumber X X

/mobileTelephoneNumber

http://sambi.se/attributes/1/occupationalCode occupationalCode X X
http://sambi.se/attributes/1/organizationldentifier = organizationldentifier X
http://sambi.se/attributes/1/organizationName organizationName X
http://sambi.se/attributes/1/paTitleCode paTitleCode X X


http://www.w3.org/2000/09/xmldsig#X509IssuerName
http://www.w3.org/2000/09/xmldsig#X509IssuerName
http://www.w3.org/2000/09/xmldsig#X509SubjectName
http://www.w3.org/2000/09/xmldsig#X509SubjectName
http://sambi.se/attributes/1/commissionHsaId
http://sambi.se/attributes/1/commissionName
http://sambi.se/attributes/1/commissionPurpose
http://sambi.se/attributes/1/commissionRight
http://sambi.se/attributes/1/employeeHsaId
http://sambi.se/attributes/1/givenName
http://sambi.se/attributes/1/surname
http://sambi.se/attributes/1/groupPrescriptionCode
http://sambi.se/attributes/1/groupPrescriptionCode
http://sambi.se/attributes/1/healthcareProfessionalLicense
http://sambi.se/attributes/1/healthcareProfessionalLicense
http://sambi.se/attributes/1/healthcareProfessionalLicenseIdentityNumber
http://sambi.se/attributes/1/healthcareProfessionalLicenseIdentityNumber
http://sambi.se/attributes/1/healthCareProfessionalLicenceSpeciality
http://sambi.se/attributes/1/healthCareProfessionalLicenceSpeciality
http://sambi.se/attributes/1/healthCareProviderHsaId
http://sambi.se/attributes/1/healthCareProviderHsaId
http://sambi.se/attributes/1/healthcareProviderId
http://sambi.se/attributes/1/healthCareProviderName
http://sambi.se/attributes/1/healthCareProviderName
http://sambi.se/attributes/1/healthCareUnitHsaId
http://sambi.se/attributes/1/healthCareUnitName
http://sambi.se/attributes/1/mail
http://sambi.se/attributes/1/mobileTelephoneNumber
http://sambi.se/attributes/1/mobileTelephoneNumber
http://sambi.se/attributes/1/occupationalCode
http://sambi.se/attributes/1/organizationIdentifier
http://sambi.se/attributes/1/organizationName
http://sambi.se/attributes/1/paTitleCode

http://sambi.se/attributes/1
IpersonalldentityNumber

http://sambi.se/attributes/1
IpersonalPrescriptionCode

http://sambi.se/attributes/1/pharmacyldentifier
http://sambi.se/attributes/1/systemRole
http://sambi.se/attributes/1/telephoneNumber
N/A

N/A

personalldentityNumber

personalPrescriptionCode

pharmacyldentifier
systemRole
telephoneNumber
authorizationScope

authenticationMethod

X X X X


http://sambi.se/attributes/1/personalIdentityNumber
http://sambi.se/attributes/1/personalIdentityNumber
http://sambi.se/attributes/1/personalPrescriptionCode
http://sambi.se/attributes/1/personalPrescriptionCode
http://sambi.se/attributes/1/pharmacyIdentifier
http://sambi.se/attributes/1/systemRole
http://sambi.se/attributes/1/telephoneNumber

Default attribut/claims

Nedanstaende attribut/claims (element inom SAML) &r en del av standarderna (SAML/OIDC) och &r e] valbara. De levereras alltid nar de kan erhallas, och
det &r applicerbart i forhallande till request.

Standard attribut/claims

Beskrivning SAML Assertion element OIDC Claim Multivéarde Datakalla:
(s =0IDC Autentiserings-
standardiserat) metadata

Subjektets id <sani 2: Narmel D For mat ="ur n: oasi s: nanes: t c: SAML: 2. 0: nanei d- sub ©® X
format:transi ent">9c0le3aa- 3046- 45d2- aOc7-288842cf b50b</ sam 2:
Narel D>
Utfardare av <sani 2: | ssuer Format="urn: oasi s: names: t c: SAML: 2. 0: nanei d- iss () X
identitetsintyget format:entity">https://auth.dev.inera.test: 8443/ sanl </ sanl 2:
(1dP) | ssuer >
Tilltankt mottagare <sani 2: Audi enceRestri ction> aud © X X
<sam 2: Audi ence>https://sp.dev.inera.test:8881</sanm 2:
Audi ence>

</ sam 2: Audi enceRestriction>
Giltighetstid <sanl 2: Condi ti ons Not OnOr Af t er =" 2018- 06- 12T18: 25: 57. 7012" > exp (s) X

Tidpunkt for utfardande <sani 2: Assertion | D="_466ef 75b0524a76c1602e239c79bebcd33a683f1  jat (5) X
be0df f 661bbcbcd80f ef " | ssuel nst ant ="2018- 06- 12T17: 25: 57. 695Z"
Version="2.0">

Tillitsniva (LoA) <sam 2: Aut hnCont ext G assRef >http://i d. sanbi . se/ | oal/ | 0a3< acr X
/ sam 2: Aut hnCont ext Cl assRef >

Tidpunkt for autentisering = <sam 2: Aut hnSt at enent Aut hnl nst ant =" 2018- 06- 12T17: 25: 53. 875Z" S | auth time ) X
essi onl ndex="ecdba7f 0- daf d- 42ae- 8del- d38b7f 2e2946" > -

Id som klienten skapar <sam 2: Subj ect Confi rmat i onDat a | nResponseTo="219c3745- 4399- nonce () X

och som kommer tillbaka = 4366- 82ef - ebc92f 3af 88f " Not OnOr Af t er ="2018-06-13T05:53:36.828

oforvanskat i svaret Z" Recipient="https://sp.dev.inera.test:8881/api/saml/sso/HTTP-POST"/>

Unikt id for assertion/jwt <sam 2: Assertion | D="_466ef 75b0524a76c1602e239c79bebcd33a683f 1 | jti (s) X

be0df f 661bbcbcd80f ef " | ssuel nst ant ="2018- 06- 12T17: 25: 57. 695Z"
Ver sion="2.0">

Hash av access token at_hash(s) X



OIDC Scopes

Detta &ar de scope som definierats i OIDC standard eller av Inera.

Scope Claims

openid (OIDC standard)

sub

iss

aud

exp

iat

amr

acr
auth_time
jti
at_hash

authorization_scope
" authorizationScope

personal_identity_number
= personalldentityNumber

inera

credentialGivenName
credentialSurname
credentialPersonalldentityNumber
credentialDisplayName
credentialOrganizationName
credentialCertificatePolicies

allCommissions
= allCommissions

allEmployeeHsalds
= allEmployeeHsalds

commission Alla resterande attribut (d.v.s. claims som inte ingar i nAgot annat scope)



Attributbeskrivningar

Se https://www.sambi.se/attributes/1/ fér mer information om SAMBI attribut.

Attributbeskrivningar


https://www.sambi.se/attributes/1/

urn:sambi:names:attribute:authnMethod
Anger identifikationsmetod.
Méjliga véarden:
® urn:oasis:nanmes:tc: SAM.: 2. 0: ac: cl asses: TLSC i ent (nTLS ned Net i D Enterprise)
® urn:oasis:nanes:tc: SAM.: 2. 0: ac: cl asses: Mobi | eTwoFact or Contract (Qut-of -band-autentisering med SITHS el D-

klienter)

Kélla: IdP



urn:sambi:names:attribute:levelOfAssurance

Anger tillitsniva (LoA) for den identitetsbarare som anvants for anvandaridentifiering. Bestams utifran vilket e-id som anvands for autentisering. Se Tillitsniv
4 (LoA) for information om hur 1dP tolkar LoA-nivaer.

Mdjliga varden:
® http://id.sanbi.se/loalloa2
® http://id. sanbi.se/loal/loa3
® http://id.sanbi.se/loalload

Kalla: 1dP, utifran certifikatsinformation.


https://confluence.cgiostersund.se/pages/viewpage.action?pageId=220224222
https://confluence.cgiostersund.se/pages/viewpage.action?pageId=220224222

http://www.w3.0rg/2000/09/xmldsig#X509SubjectName

Anger certifikatets subject (DN) som anvandes vid autentiseringen. Anges enbart om certifikat anvandes vid autentiseringen.

Kalla: Subject ifrén certifikatet som anvéandes vid autentiseringen.


http://www.w3.org/2000/09/xmldsig#X509SubjectName

http://www.w3.0rg/2000/09/xmldsig#X509IssuerName
Anger utfardare av certifikatet (t.ex SITHS / Efos) som anvéndes vid autentiseringen. Anges enbart om certifikat anvandes vid autentiseringen.
Kalla: Issuer ifran certifikatet som anvéndes vid autentiseringen.

Utfasat namn: urn:sambi:names:attribute:x5091ssuerName


http://www.w3.org/2000/09/xmldsig#X509IssuerName

urn:credential:givenName

Anger férnamn

Kélla: Hamtas fran anvandarens e-id.



urn:credential:surname

Anger efternamn

Kélla: Hamtas fran anvandarens e-id.



urn:credential:personalldentityNumber
Personnummer eller HSA-id fér anvandaren.

Kélla: SERIALNUMBER i Subject fran anvandarcertifikatet.



urn:credential:displayName

urn:credential:givenName + urn:credential:surname

Kélla: Hamtas fran anvandarens e-id.



urn:credential:organizationName

Anger organisationsnamn for e-id:t.

Kélla: Hamtas fran anvandarens e-id.



urn:credential:certificatePolicies

Anger certifikats policies.

Kélla: Hamtas fran anvandarens e-id.



urn:allCommissions

Anvandarens samtliga medarbetaruppdrag med dess fullstandiga behorigheter frin HSA. Detta attribut &r anvandbart i ett scenario dar man vill géra ett
uppdragsval pa Service Providerns sida. Attributet gar saklart att kombinera med andra attribut som &nda kan trigga ett uppdragsval i IdP:n. Svaret ar
formatterat som JSON bestdende av en lista med commission-objekt. | fallet dd OIDC anvands presenteras denna lista som en strang bestdende av JSON-
objektet.

Kélla: Katalogtjanst HSA

Exempel fér SAML

<saml 2: Attribute Friendl yNane="al | Conmi ssi ons" Name="urn: al | Conmi ssi ons" NanmeFor mat =" ur n: oasi s: nanes: t c: SAM.:
2.0:attrname-format:uri">

<sam 2: AttributeVal ue xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" xsi :type="xsd: string">
[{" commi ssionNane": " Tekni sk Systemadm ni stratdér JLL", " comm ssionHsal d": " SE111- UPPDRAG JLL- TEKSYSADM N', "
commi ssi onPur pose": " Admi ni stration", "heal thCareUni t Hsal d": " SE111- ADM N', "heal t hCar eUni t Narme": " Admi n", "
heal t hCar eProvi der Hsal d": " SE111- JLL", "heal t hCar ePr ovi der Nane": " SE111- JLL", "heal t hCar ePr ovi der Or gNo" : "
2321000214", "conmi ssi onRi ghts": [{"activity":"Lasa","informati onC ass":"di a", "scope":"VG'}, {"activity":"Lasa","
informationCl ass":"fun", "scope":"VG'}]}, {"conmm ssi onNarme": " Tekni sk Syst emadmi ni stratdr SLL","conm ssionHsal d":"
SE222- UPPDRAG SLL- TEKSYSADM N', " conmi ssi onPur pose": " Admi ni strati on", "heal t hCareUni t Hsal d": " SE222- ADM N', "
heal t hCar eUni t Nane": " Adni n", "heal t hCar eProvi der Hsal d": " SE222- SLL", "heal t hCar ePr ovi der Nane" : " SE222- SLL", "
heal t hCar ePr ovi der Or gNo": " 2321000214", " commi ssi onRi ghts": [{"activity":"Lasa","informati onC ass": "upp", "scope":"
VG'}, {"activity":"Lasa","informati onCl ass":"vot", "scope":"VG'}]}]</sam 2: Attri but eVal ue>
</sam 2: Attri bute>

Exempel for OIDC

"al | Commi ssions": "[{\"comm ssionNanme\":\"Tekni sk Systemadni nistratdr JLL\",\"conm ssionHsal d\":\"SE111- UPPDRAG
JLL- TEKSYSADM N ", \ " conmmi ssi onPur pose\ ":\ " Admi ni stration\",\"heal thCareUnitHsal d\":\"SE111-ADM N\ ", \ "

heal t hCareUni t Nane\":\"Admi n\",\ "heal t hCar eProvi der Hsal d\":\ " SE111- JLL\ ", \ "heal t hCar ePr ovi der Nane\ ":\ " SE111-
JLL\",\"heal t hCar eProvi der Or gNo\ ":\ " 2321000214\ ", \ "conmmi ssi onRi ghts\":[{\"activity\":\"L&asa\",\"

informationCl ass\":\"dia\",\"scope\":\"V@"},{\"activity\":\"Lasa\",\"informati ond ass\":\"fun\",\"scope\":\"
VG "}1}, {\"comm ssi onNane\":\ " Tekni sk Systenmadmi ni strator SLL\",\"conm ssionHsal d\":\" SE222- UPPDRAG SLL-
TEKSYSADM N\ ", \ " conmi ssi onPur pose\ ":\ " Admi ni stration\",\"heal t hCareUni t Hsal d\":\ " SE222- ADM N\ ", \ "

heal t hCareUni t Nane\":\"Adnmi n\",\ " heal t hCar ePr ovi der Hsal d\ " :\ " SE222- SLL\ ", \ "heal t hCar ePr ovi der Nane\ " : \ " SE222-
SLL\",\"heal t hCar eProvi der Or gNo\ ":\" 2321000214\ ",\ " commi ssi onRi ghts\":[{\"activity\":\"L&sa\",\"

informati onClass\":\"dia\",\"scope\":\"VG "}, {\"activity\":\"Lasa\",\"informationd ass\":\"fun\",\"scope\":\"
VG "}



urn:allEmployeeHsalds

Anvandarens samtliga HSA-identiteter frin HSA. Detta attribut &r anvandbart ifall man vill géra ett val av HSA-ID p& Service Providerns sida. Bade for
SAML och OIDC far man svaret i form av en lista av strangar.

Kalla: Katalogtjanst HSA

Exempel SAML

<sam 2: Attribute Friendl yNanme="al | Enpl oyeeHsal ds" Name="urn: al | Enpl oyeeHsal ds" NaneFor mat ="urn: oasi s: nanes: tc:
SAM.: 2. 0: attrnanme-format:uri">

<sam 2: AttributeVal ue xm ns: xsi="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" xsi:type="xsd:string"
>TSTNMI2321000156- 10NG</ sam 2: Attri but eVal ue>

<sam 2: AttributeVal ue xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schemna- i nst ance" xsi:type="xsd:string"
>TSTNMI2321000156- 10NX</ sam 2: Attri but eVal ue>
</sam 2: Attribute>

Exempel OIDC

"al | Enpl oyeeHsal ds": [
" TSTNMI2321000156- 10NG',
" TSTNMI2321000156- 10NX"

1.



urn:orgAffiliation
Anvandarens hsald och Organisationsnummer i formatet employeeHsald@organizationldentifier

Kalla: Katalogtjanst HSA



urn:identityProviderForSign

Entityld for den logiska IdP for underskrift som korresponderar mot samma inloggningsmetod som anvéndes for inloggning.

Kélla: Bestams utifran vilken autentiseringsmetod som anvéands vid inloggning



urnname
Individens namn sammansatt av given_name (http://sambi.se/attributes/1/givenName) och family_name (http://sambi.se/attributes/1/surname).

Kalla: Katalogtjanst HSA


http://sambi.se/attributes/1/givenName
http://sambi.se/attributes/1/surname

http://sambi.se/attributes/1/commissionHsald
HSA-identitet for valt medarbetaruppdrag.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: commission.commissionHsald


http://sambi.se/attributes/1/commissionHsaId

http://sambi.se/attributes/1/commissionName

Namn pa valt medarbetaruppdrag.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: commission.commissionName


http://sambi.se/attributes/1/commissionName

http://sambi.se/attributes/1/commissionPurpose

Syfte med aktuell medarbetaruppdrag.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: commission.commissionPurpose


http://sambi.se/attributes/1/commissionPurpose

http://sambi.se/attributes/1/commissionRight
Rattigheter for aktuell medarbetaruppdrag.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: commission.commissionRight


http://sambi.se/attributes/1/commissionRight

http://sambi.se/attributes/1/employeeHsald

Anvandarens HSA-ID.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: credentialinformation.personHsald


http://sambi.se/attributes/1/employeeHsaId

http://sambi.se/attributes/1/givenName

Anvandarens fornamn.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: credentialinformation.givenName


http://sambi.se/attributes/1/givenName

http://sambi.se/attributes/1/surname
Anvandarens mellan- och efternamn.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: credentiallnformation.middleAndSurName


http://sambi.se/attributes/1/surname

http://sambi.se/attributes/1/groupPrescriptionCode
Gruppforskrivarkoder for specificerad person.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: credentiallnformation.groupPrescriptionCode


http://sambi.se/attributes/1/groupPrescriptionCode

http://sambi.se/attributes/1/healthcareProfessionallLicense
Tvastallig kod enligt Socialstyrelsens HOSP register.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: credentiallnformation.healthCareProfessionalLicenceCode


http://sambi.se/attributes/1/healthcareProfessionalLicense
http://www.socialstyrelsen.se/register/verksamhetpersonal/legitimeradpersonal(hosp)

http://sambi.se/attributes/1/healthcareProfessionalLicenseldentityNumber

Unik identitet (Idpnummer) fér en person i HOSP.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement

Kontrakt: GetCredentialsForPersonincludingProtectedPerson

Falt: credentialinformation.healthcareProfessionalLicenseldentityNumber


http://sambi.se/attributes/1/healthcareProfessionalLicenseIdentityNumber

http://sambi.se/attributes/1/healthCareProfessionalLicenceSpeciality

Specialistkompetens for lakare eller tandlakare baserat pa utfardat specialistbevis.

Notera att specialistkompetens hanteras i flera kodverk (per 2018-06-01 sex stycken) och att koderna kan vara bade tva-, fyr- och femstalliga.

Kélla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement

Kontrakt: GetCredentialsForPersonincludingProtectedPerson

Falt: credentiallnformation.healthCareProfessionalLicenceSpeciality


http://sambi.se/attributes/1/healthCareProfessionalLicenceSpeciality

http://sambi.se/attributes/1/healthCareProviderHsald
HSA-identitet pd den vardgivare aktuellt medarbetaruppdrag tillhor.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: commission.healthCareProviderHsald


http://sambi.se/attributes/1/healthCareProviderHsaId

http://sambi.se/attributes/1/healthcareProviderld

Vardgivarens organisationsnummer, utan bindestreck.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: commission.healthCareProviderOrgNo


http://sambi.se/attributes/1/healthcareProviderId

http://sambi.se/attributes/1/healthCareProviderName
Namn pa den vardgivare aktuellt uppdrag tillhor.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: commission.healthCareProviderName


http://sambi.se/attributes/1/healthCareProviderName

http://sambi.se/attributes/1/healthCareUnitHsald

HSA-identitet pd den vardenhet aktuellt medarbetaruppdrag tillhor.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: commission.healthCareUnitld


http://sambi.se/attributes/1/healthCareUnitHsaId

http://sambi.se/attributes/1/healthCareUnitName

Namn pa den vardenhet aktuellt medarbetaruppdrag tillhor.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: commission.healthCareUnitName


http://sambi.se/attributes/1/healthCareUnitName

http://sambi.se/attributes/1/mail

Individens e-postadress.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:employee
Kontrakt: GetEmployeelncludingProtectedPerson
Falt: personinformation.mail


http://sambi.se/attributes/1/mail

http://sambi.se/attributes/1/mobileTelephoneNumber
Individens mobilnummer.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:employee
Kontrakt: GetEmployeelncludingProtectedPerson
Falt: personinformation.mobileNumber


http://sambi.se/attributes/1/mobileTelephoneNumber

http://sambi.se/attributes/1/occupationalCode

Yrkeskategorier for personal inom vard — och omsorg. Attributet kompletterar healthcareProfessionalLicense, dar det senare endast omfattar legitimerade
yrken inom Halso — och sjukvard

Kalla: Katalogtjanst HSA

Doman: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: credentialinformation.occupationalCode


http://sambi.se/attributes/1/occupationalCode

http://sambi.se/attributes/1/organizationldentifier
Organisationsnummer for den organisation aktuellt medarbetaruppdrag tillhér. Utan bindestreck.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: commission.healthCareProviderOrgNo


http://sambi.se/attributes/1/organizationIdentifier

http://sambi.se/attributes/1/organizationName
Namn pa den organisation aktuellt medarbetaruppdrag tillhor.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: commission.healthCareProviderName


http://sambi.se/attributes/1/organizationName

http://sambi.se/attributes/1/paTitleCode

Personens befattningskoder.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: credentiallnformation.paTitleCode


http://sambi.se/attributes/1/paTitleCode

http://sambi.se/attributes/1/personalldentityNumber

Individens personnummer eller samordningsnummer enligt SKV 704 resp. SKV 707.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: credentialinformation.personalldentity


http://sambi.se/attributes/1/personalIdentityNumber

http://sambi.se/attributes/1/personalPrescriptionCode
Forskrivarkod for specificerad person.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: credentiallnformation.personalPrescriptionCode


http://sambi.se/attributes/1/personalPrescriptionCode

http://sambi.se/attributes/1/pharmacyldentifier
Unik identifiering av 6ppenvardsapotek.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: pharmacyldentifier


http://sambi.se/attributes/1/pharmacyIdentifier

http://sambi.se/attributes/1/systemRole
Systemroller kopplade till specificerad anvandare.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement
Kontrakt: GetCredentialsForPersonincludingProtectedPerson
Falt: credentialinformation.hsaSystemRole


http://sambi.se/attributes/1/systemRole

http://sambi.se/attributes/1/telephoneNumber
Individens telefonnummer.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:employee
Kontrakt: GetEmployeelncludingProtectedPerson
Falt: personinformation.telephoneNumber


http://sambi.se/attributes/1/telephoneNumber

authorizationScope

Individens administrativa uppdrag.

Erhélls enbart genom OIDC.

Kalla: Katalogtjanst HSA

Domaén: infrastructure:directory:authorizationmanagement

Kontrakt: GetAdminCredentialsForPersonincludingProtectedPerson
Falt: adminCredentiallnformation.authorizationScopeProperties



authenticationMethod

Anger vilken inloggningsmetod som anvandes, samt majliggdr for RP (Relaying Party) att vélja vilken autentiseringsmetod som skall anvéndas vid
autentisering. t ex SITHS_EID_SAME_DEVICE.
Detta gors genom att skicka in valt varde i ett Claim.

Mdjliga varden &r
SITHS_EID_SAME_DEVICE
SITHS_EID_OTHER_DEVICE
MTLS

Kalla: Anvandarval



Exempel



SAML AttributeStatement

SAML AttributeStatement

<sam 2: Attri buteSt at enent >
<saml 2: Attribute Friendl yName="conmmi ssi onHsal d"
Nanme="http://sanbi.se/attributes/ 1/ comm ssi onHsal d* NameFor mat ="ur n: oasi s: nanes: tc: SAM.: 2. 0: at t r nane-
format:uri">
<sanl 2: AttributeVal ue xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" xsi:type="xsd:string">SE111-
UPPDRAG- JLL- TEKSYSADM N</ sanl 2: At t ri but eVal ue>
</sam 2: Attribute>
<sam 2: Attribute Friendl yName="commi ssi onNane"
Name="http://sanbi.se/attributes/ 1/ commi ssi onNane" NanmeFor nmat ="urn: oasi s: nanes: tc: SAM.: 2. 0: at t r nane-
format:uri">
<saml 2: AttributeVal ue xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" xsi :type="xsd:string"
>Tekni sk Syst emadm ni stratér JLL</saml 2: Attri buteVal ue>
</sam 2: Attribute>
<saml 2: Attribute Friendl yNanme="conmi ssi onRi ght"
Name="http://sanbi.se/attributes/ 1/ comm ssionRi ght" NameFor mat ="urn: oasi s: nanmes: tc: SAM.: 2. 0: at t r nane-
format:uri">
<sanml 2: AttributeVal ue xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" xsi:type="xsd:string">Lasa;
di a; VG</sam 2: Attri but eval ue>
<saml 2: AttributeVal ue xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" xsi:type="xsd:string">Lasa;
fun; VG/ sanl 2: Attri but eval ue>
<saml 2: AttributeVal ue xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" xsi:type="xsd: string">Lésa;
| kf; VG</ sam 2: Attri but eval ue>
</sam 2: Attribute>
<sam 2: Attribute Friendl yName="commi ssi onPur pose"
Nanme="http://sanbi.se/attributes/ 1/ comm ssi onPurpose" NaneFor mat="urn:oasi s: names:tc: SAM.: 2. 0: at t r nane-
format:uri">
<saml 2: AttributeVal ue xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" xsi:type="xsd:string"
>Admi ni stration</sanl 2: Attri but eval ue>
</sam 2: Attribute>
<saml 2: Attribute Friendl yNane="enpl oyeeHsal d"
Name="http://sanbi.se/attributes/ 1/ enpl oyeeHsal d* NameFor nat ="urn: oasi s: nanmes: t c: SAML: 2. 0: att r nane-
format:uri">
<saml 2: AttributeVal ue xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" xsi:type="xsd:string"
>TST5565594230- 10R3074</ sanl 2: Attri but eVal ue>
</sam 2: Attribute>
<sanml 2: Attribute Friendl yName="gi venNane"
Nanme="http://sanbi.se/attributes/ 1/ gi venNane" NanmeFor mat ="urn: oasi s: names: tc: SAML: 2. 0: att rnane-f or mat :
uri">
<sam 2: AttributeVal ue xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" xsi:type="xsd:string">Al vi<
/sam 2: Attri but eval ue>
</sam 2: Attribute>
<sam 2: Attribute Friendl yName="groupPrescri pti onCode"
Nanme="http://sanbi.se/attributes/ 1/ groupPrescripti onCode" NaneFormat="urn: oasi s: nanes:tc: SAM.: 2. 0:
attrnanme-format:uri">
<sam 2: AttributeVal ue xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" xsi :type="xsd: string"
>9000001</sam 2: Attri but eval ue>
<sam 2: AttributeVal ue xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schema- i nst ance" xsi :type="xsd: string"
>9200007</ sam 2: Attri but eval ue>
</sam 2: Attribute>
<sam 2: Attribute
Fri endl yNane="heal t hcar ePr of essi onal Li censel dentit yNurmber"
Nanme="http://sanbi.se/attributes/ 1/ heal t hcareProf essi onal Li censel dentityNunber" NaneFor mat ="urn: oasi s:
nanmes: tc: SAML: 2. 0: attrnane-format: uri">
<saml 2: AttributeVal ue xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" xsi:type="xsd:string"
>123456</ sam 2: Attri but eval ue>
</sam 2: Attribute>
<sam 2: Attribute
Fri endl yNane="heal t hCar ePr of essi onal Li cenceSpeci al ity"
Nanme="http://sanbi.se/attributes/ 1/ heal t hCareProf essi onal Li cenceSpeci ality" NanmeFornmat ="urn: oasi s: nanes:
tc:SAM.: 2. 0: attrname-format:uri">
<saml 2: AttributeVal ue xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" xsi:type="xsd: string">
{"heal t hCar ePr of essi onal Li censeCode": "LK", "speci al i t yCode": "20100", "speci al i t yNane": "i nt ernnedi ci n"} </ sanm 2:
AttributeVal ue>



<sam 2: AttributeVal ue xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" xsi:type="xsd:string">
{"heal t hCar ePr of essi onal Li censeCode": " LK", "speci al i t yCode": " 10700", "speci al i t yNarme" : " Ogonsj ukdomar "} </ san 2:
Attribut eVal ue>
</sam 2: Attribute>
<saml 2: Attribute Friendl yNane="heal t hCar eProvi der Hsal d"
Name="http://sanbi.se/attributes/ 1/ heal thCareProvi der Hsal d* NameFor mat ="ur n: oasi s: names: tc: SAML: 2. 0:
attrnane-format:uri">
<sam 2: AttributeVal ue xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" xsi:type="xsd:string">SE111-
JLL</saml 2: Attri but eVal ue>
</sam 2: Attribute>
<saml 2: Attribute Friendl yNane="heal t hcareProvi derld"
Nanme="http://sanbi.se/attributes/ 1/ heal thcareProviderld" NaneFornmat="urn:oasis: nanmes:tc: SAM.: 2. 0:
attrnanme-format:uri">
<sam 2: AttributeVal ue xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" xsi:type="xsd:string"
>232100- 0214</ sam 2: Attri but eVal ue>
</sam 2: Attri bute>
<sam 2: Attribute Friendl yName="heal t hCar ePr ovi der Nane"
Nanme="http://sanbi.se/attributes/ 1/ heal t hCareProvi der Nane" NanmeFor mat ="ur n: oasi s: nanes: tc: SAM.: 2. 0:
attrnanme-format:uri">
<saml 2: AttributeVal ue xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schema- i nst ance" xsi:type="xsd:string">SE111-
JLL</sam 2: Attri but eVval ue>
</sam 2: Attribute>
<saml 2: Attribute Friendl yNanme="heal t hCar eUni t Hsal d"
Name="http://sanbi.se/attributes/ 1/ heal thCareUnitHsal d" NaneFornmat="urn: oasi s: nanes:tc: SAM.: 2. 0:
attrnanme-format:uri">
<sanml 2: AttributeVal ue xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" xsi:type="xsd:string">SE111-
ADM N</ sam 2: Attri but eVal ue>
</sam 2: Attribute>
<saml 2: Attribute Friendl yNane="heal t hCar eUni t Nane"
Name="http://sanbi.se/attributes/ 1/ heal thCareUnitNanme" NanmeFormat="urn:oasis: nanmes:tc: SAM.: 2. 0: att r nane-
format:uri">
<saml 2: AttributeVal ue xm ns: xsi="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" xsi:type="xsd: string">Adm n<
/sam 2: Attri buteval ue>
</sam 2: Attribute>
<sam 2: Attribute Friendl yNane="mail"
Nanme="http://sanbi.se/attributes/1/ mai|l" NanmeFormat="urn: oasi s: nanes:tc: SAML: 2. 0: attrnane-format:uri">
<saml 2: AttributeVal ue xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" xsi:type="xsd:string"
>dani el . pet er sson@xanpl e. conx/ sam 2: Attri but eVal ue>
</sam 2: Attribute>
<saml 2: Attribute Friendl yNanme="nobi | eTel ephoneNunber"
Name="http://sanbi.se/attributes/ 1/ nobil eTel ephoneNunber” NameFor mat ="urn: oasi s: nanes: t c: SAML: 2. O:
attrnane-format:uri">
<sam 2: AttributeVal ue xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schema- i nst ance" xsi :type="xsd: string"
>0738102283</ sanl 2: Attri but evVal ue>
</sam 2: Attribute>
<sam 2: Attribute Friendl yName="organi zationldentifier"
Nanme="http://sanbi.se/attributes/ 1/ organi zationldentifier" NameFormat="urn: oasis: nanes:tc: SAM.: 2. 0:
attrnanme-format:uri">
<sam 2: AttributeVal ue xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" xsi :type="xsd: string"
>232100- 0214</ sam 2: Attri but evVal ue>
</sam 2: Attribute>
<saml 2: Attribute Friendl yNane="organi zati onNanme"
Nanme="http://sanbi.se/attributes/ 1/ organi zati onNane" NameFor mat ="ur n: oasi s: nanmes: t c: SAML: 2. 0: at t r nane-
format:uri">
<saml 2: AttributeVal ue xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" xsi:type="xsd:string">SE111-
JLL</sam 2: Attri but eval ue>
</sam 2: Attribute>
<sanml 2: Attribute Friendl yNane="paTit| eCode"
Name="http://sanbi.se/attributes/ 1/ paTitleCode" NameFormat="urn:oasis: nanes:tc: SAM.: 2. 0: attrnanme-format:
uri">
<saml 2: AttributeVal ue xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" xsi:type="xsd:string"
>201010</sam 2: Attri but eval ue>
<saml 2: AttributeVal ue xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" xsi:type="xsd:string"
>201013</sam 2: Attri but eval ue>
</sam 2: Attribute>
<saml 2: Attribute Friendl yNane="personal | dentityNunber"
Name="http://sanbi.se/attributes/ 1/ personal | dentityNunber" NameFormat="urn: oasi s: nanes:tc: SAM.: 2. 0:
attrnane-format:uri">
<saml 2: AttributeVal ue xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" xsi:type="xsd:string"
>199001182386</ sam 2: Attri but eVal ue>
</sam 2: Attribute>



<sam 2: Attribute Friendl yName="per sonal Prescri pti onCode"
Name="http://sanbi.se/attributes/ 1/ personal Prescripti onCode" NaneFornmat="urn: oasi s: nanes: tc: SAM.: 2. 0:
attrnanme-format:uri">
<saml 2: AttributeVal ue xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" xsi:type="xsd:string"
>1234561</sam 2: Attri but eVal ue>
</sam 2: Attribute>
<saml 2: Attribute Friendl yNanme="sur nane"
Name="http://sanbi.se/attributes/ 1/ surname”" NaneFor mat="urn:oasi s: names:tc: SAM.: 2. 0: attrnanme-fornat:uri"
<saml 2: AttributeVal ue xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" xsi:type="xsd: string">Pal nx
/sam 2: Attri buteVal ue>
</sam 2: Attribute>
<saml 2: Attribute Friendl yNane="syst enRol e"
Name="http://sanbi.se/attributes/ 1/ systenRol e" NameFor mat ="urn: oasi s: names: tc: SAML: 2. 0: attr nane- f or mat :
uri">
<sam 2: AttributeVal ue xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" xsi:type="xsd:string">BIF;
Sparradmi ni strator</sam 2: Attri buteVal ue>
<saml 2: AttributeVal ue xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" xsi:type="xsd:string">PUy;
Sokni ng</sam 2: Attri but eVal ue>
<saml 2: AttributeVal ue xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" xsi:type="xsd:string">PU;
Test per soner </ sanl 2: Attri but evVal ue>
</sam 2: Attribute>
<saml 2: Attribute Friendl yName="aut hnMet hod"
Nanme="ur n: sanbi : nanmes: att ri but e: aut hnMet hod" NaneFor mat ="urn: oasi s: names: tc: SAML: 2. 0: attrnane-f or mat :
uri ">
<sanml 2: AttributeVal ue xm ns: xsi="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" xsi:type="xsd: string">urn:
oasi s: nanes:tc: SAML: 2. 0: ac: cl asses: TLSCl i ent </ sam 2: Attri but eVal ue>
</sam 2: Attribute>
<saml 2: Attribute Friendl yNane="x509I ssuer Nane"
Name="ur n: sanbi : nanes: attri but e: x5091 ssuer Name" NaneFor mat =" ur n: oasi s: names: tc: SAML.: 2. 0: at tr nane-f or mat :
uri">
<saml 2: AttributeVal ue xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" xsi:type="xsd:string"
>CN=SI THS Type 1 CA vl PP, O=l nera AB, C=SE</ sam 2: Attri but eVal ue>
</sam 2: Attribute>
<sam 2: Attribute Friendl yNane="x509I ssuer Nane"
Nanme="ht t p: / / www. w3. or g/ 2000/ 09/ xm dsi g#x5091 ssuer Nane" NameFor mat =" ur n: oasi s: nanes: tc: SAML.: 2. O:
attrnanme-format:uri">
<sam 2: AttributeVal ue xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schema- i nst ance" xsi :type="xsd:string"
>CN=SI THS Type 1 CA v1 PP, O=l nera AB, C=SE</sam 2: Attri but eVal ue>
</sam 2: Attribute>
<sam 2: Attribute Friendl yName="x509Subj ect Nane"
Name="ht t p: / / www. W3. or g/ 2000/ 09/ xm dsi g#x509Subj ect Name" NaneFor mat ="ur n: oasi s: nanes: tc: SAM.: 2. 0:
attrnanme-format:uri">
<sam 2: AttributeVal ue xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" xsi :type="xsd: string"
>SERI ALNUMBER=TST5565594230- 10R3074, EMAI LADDRESS=SI| THSt est @ ner a. se, T=L&kare, G VENNAME=AI vi, SURNAME=Pal m
CN=Alvi Palm O=Testkort, L=Nationell test, C=SE</sani 2:AttributeVal ue>
</sam 2: Attribute>
<saml 2: Attribute Friendl yNane="1| evel Of Assur ance"
Nanme="ur n: sanbi : nanes: attri bute: | evel Of Assurance" NaneFor mat ="urn: oasi s: names: tc: SAM.: 2. 0: at t r nanme-
format:uri">
<sam 2: AttributeVal ue xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schema- i nst ance" xsi :type="xsd: string"
>http://id.sanbi.se/loall oa3</sanl 2: Attri but eVal ue>
</sam 2: Attribute>
<sam 2: Attribute Friendl yName="al | Enpl oyeeHsal ds"
Nanme="ur n: al | Enpl oyeeHsal ds" NaneFor mat =" ur n: oasi s: nanes: tc: SAM.: 2. 0: attrnanme-format: uri">
<sam 2: AttributeVal ue xm ns: xsi="http://ww. w3. or g/ 2001/ XM_Scheme- i nst ance" xsi:type="xsd:
string">TSTNMI2321000156- 10NG</ sani 2: Attri but eVal ue>
<sam 2: AttributeVal ue xm ns: xsi="http://ww. w3. or g/ 2001/ XM_Scheme- i nst ance" xsi:type="xsd:
string">TSTNMr2321000156- 10NX</ sam 2: Attri but eVal ue>
</sam 2: Attribute>
<saml 2: Attribute Friendl yNane="al | Comm ssi ons"
Narre="ur n: al | Conmi ssi ons" NameFor mat =" ur n: oasi s: nanmes: tc: SAML: 2. 0: attrnane-format: uri">
<sam 2: AttributeVal ue xm ns: xsi="http://ww. w3. or g/ 2001/ XM_Scheme- i nst ance" xsi:type="xsd:
string">[{"comm ssionNane": " Tekni sk Systenadm ni stratdér JLL","comm ssionHsal d": " SE111- UPPDRAG JLL- TEKSYSADM N', "
conmi ssi onPur pose": " Admi ni stration", "heal thCareUni t Hsal d": " SE111- ADM N', "heal t hCar eUni t Name": " Adm n", "
heal t hCar eProvi der Hsal d": " SE111- JLL", "heal t hCar ePr ovi der Nane": " SE111- JLL", "heal t hCar ePr ovi der Or gNo": "
2321000214", "conmi ssi onRi ghts": [{"activity":"Lasa","informati onC ass":"dia", "scope":"VG'}, {"activity":"Lasa","
informati onCl ass":"fun", "scope":"VG'}]}, {"conmm ssi onNane": " Tekni sk Systemadni ni strat6ér SLL","conm ssionHsal d":
SE222- UPPDRAG- SLL- TEKSYSADM N', "conmi ssi onPur pose": " Admi ni stration", "heal t hCareUni t Hsal d": " SE222- ADM N', "
heal t hCar eUni t Nane": " Admi n", "heal t hCar eProvi der Hsal d": " SE222- SLL", "heal t hCar ePr ovi der Nane": " SE222- SLL", "
heal t hCar ePr ovi der Or gNo": " 2321000214", "conmmi ssi onRi ghts": [{"activity":"Lasa","informati onC ass": "upp", "scope":"



VG'},{"activity":"Lasa","informationCl ass":"vot", "scope":"VG'}]}]</sanl 2: Attri buteVal ue>
</sam 2: Attribute>
</sam 2: Attri but eSt at enent >



OIDC ID Token

OIDC ID-token

"conmmi ssi onPur pose": "Adm nistration",
"at _hash": "qE 37dgo2bQEyePuzqDyNQ',
"pharmacyl dentifier": "731.1337.1337: Apot ek",
“sub": "1a400571- a2d0- 4b28- b9da- 11400ba496el",
"heal t hCar eUni t Nane": "Adm n",
"credential CertificatePolicies": [
"2.23.140.1.2. 3",
"1.2.752.74.8.506"

1.
"amr": [
"urn:oasis:names:tc: SAML: 2. 0: ac: cl asses: TLSCl i ent "
1
"iss": "https://idp.dev.inera.test: 8443/ oidc",
"credential G venNane": "Qd of ",

"heal t hcareProvi derld": "2321000214",
"conm ssi onHsal d": "SE111- UPPDRAG JLL- TEKSYSADM N',

"acr": "http://id.sanbi.se/loalloa3",
"systenRol e": [
{
"system d": "BIF",
"role": "Loggadmi nistrator”
I
{
"system d": "BIF",
"role": "Adm nistrator"
H
{
"system d": "PU',
"role": "Adm nistrator"
}
1
"organi zationldentifier": "2321000214",
"credential Surnane": "d sson",

"auth_tinme": 1610616929,

"heal t hCar eProvi der Nanme": "SE111-JLL",
"exp": 1610618196,

"heal t hCar eProvi der Hsal d": "SE111-JLL",
"iat": 1610617896,

"conm ssionRight": [

{
"activity": "Lasa",
"scope": "VG',
"informationC ass": "dia"
},
{
"activity": "Lasa",
"scope": "VG',
"informationC ass": "fun"
I
{
"activity": "Lasa",
"scope": "VG',
"informationC ass": "Ikf"
b,
{
"activity": "Léasa",
"scope": "VG',
"informationC ass": "Iknt
3
{
"activity": "Léasa",

"scope": "VG',



"informati onC ass": "I ko"

H
{

"activity": "Lasa",

"scope": "VG',

"informationC ass": "pad"

b
{

"activity": "Lasa",

"scope": "VG',

"informationCl ass": "pat"

b
{

"activity": "Lasa",

"scope": "VG',

"informationC ass": "und"

.
{

"activity": "Léasa",

"scope": "VG',

"informationC ass": "upp"

b
{

"activity": "Lasa",

"scope": "VG',

"informati onCl ass": "vbe"

b
{

"activity": "Lasa",

"scope": "VG',

"informati onC ass": "vko"

I
{

"activity": "Lasa",

"scope": "VG',

"informati onCl ass": "voo"

I
{

"activity": "Léasa",

"scope": "VG',

"informationCl ass": "vot"

H
{

"activity": "Lasa",

"scope": "VG',

"informationC ass": "vpo"

}
1.
"organi zati onNane": "SE111-JLL",
"heal t hCar eUni t Hsal d": "SE111- ADM N',
"aut hori zati onScope": [
{

"aut hori zati onScopePropertyNane": "Tj anstesupport”,

"aut hori zati onScopeNane": "Hitta och janfor vard",

"aut hori zati onScopeCode": "HIV",

"aut hori zati onScopePr opertyCode": "HJV; 003",

"aut hori zati onScopeDescription": "Hitta och janfor vard ar den del pa 1177.se som
presenterar kontaktinformation till |andets var dnot t agni ngar, deras vardutbud och vardkvalitet. Varje
enskild nottagning har ett eget "kontaktkort” dar kontaktuppgifter, e-tjanster och Ovrigt utbud presenteras.”,

"aut hori zati onScopePropertyDescription": "Tjéanstesupport Beskrivning",

"adm nConmi ssi ons": [

{
"adm nComm ssi onHsal d": "TNT4477663322-1021",
"sector": [
{
"sectorFlag": true,
"feignedUnit": null,
"nanme": "Cd Ostersund",
"unitHsald": "TNT4477663322-101Q"
}



"adnmi nComm ssi onResponsi bl eOr gani sation": "447766-3323",
"f ei gnedAdm nConmi ssion": null

}

]

}
{

"aut hori zati onScopePropertyNane": "Redaktdr kontaktkort™,

"aut hori zati onScopeNanme": "Hitta och janfor vard",

"aut hori zati onScopeCode": "HIV',

"aut hori zati onScopePr opertyCode": "HJV; 001",

"aut hori zati onScopeDescription": "Hitta och janfoér vard ar den del pa 1177.se som
presenterar kontaktinformation till |andets vardnottagni ngar, deras vardutbud och vardkvalitet.Varje enskild
nottagni ng har ett eget "kontaktkort” dar kontaktuppgifter, e-tjanster och ovrigt utbud presenteras.”,

"aut hori zati onScopePropertyDescription”: "Redaktor kontaktkort far administrera

i nformati on p& kontaktkorten forutom kontaktkorten.",
"adm nCommi ssions": [

{
"adm nConmi ssi onHsal d": "TNT4477663322-1021",
"sector": [
{
"sectorFlag": true,
"feignedUnit": null,
"name": "Cd Ostersund",
"uni tHsal d": "TNT4477663322-101Q"
}
1.
"adm nConm ssi onResponsi bl eOrgani sati on": "447766-3323",
"f ei gnedAdmi nConmi ssion": null
}

}

1.
"x509Subj ect Name": " EMAI LADDRESS=ol of . ol sson@ nera. test, SERI ALNUVBER=TNT4477663322- 1046,

G VENNAME=A of , SURNAME=QA sson, CN=0 of O sson, O=lnera AB, L=SITHS, C=SE",
"given_nane": "dof",
"x5091 ssuer Nane": "CN=TEST SITHS e-id Person HSA-id 3 CA v1, O=l nera AB, C=SE",
"aud": "https://sp.dev.inera.test:8881",
"conmm ssi onName": "Tekni sk Systenadni ni stratoér JLL",
"credenti al Personal I dentityNunber": "TNT4477663322-1046",
"enpl oyeeHsal d": "TNT4477663322- 1046",

"nane": "dof 4 sson",

"credential D spl ayNane": "d of O sson",
"credential Organi zati onName": "lnera AB",
"fam ly_nanme": "d sson",

"al | Enpl oyeeHsal ds": [
"TSTNMI2321000156- 10NG',
" TSTNMI2321000156- 10NX"

1.
"al | Commi ssions": "[{\"conmm ssionNane\":\"Tekni sk Systenmadm nistrator JLL\",\"conm ssionHsal d\":\"SE111-
UPPDRAG- JLL- TEKSYSADM N\ ", \ " conmmi ssi onPur pose\ ":\ " Admi ni stration\",\"heal t hCareUnitHsal d\":\"SE111-ADM N\ ", \"
heal t hCar eUni t Nanme\ ":\ " Adm n\",\ " heal t hCar eProvi der Hsal d\ ":\ " SE111- JLL\",\ "heal t hCar ePr ovi der Nane\ ": \ " SE111-
JLL\",\"heal t hCar eProvi der OrgNo\ ":\"2321000214\",\"commi ssi onRi ghts\":[{\"activity\":\"Lasa\",6\"

informationCl ass\":\"dia\",\"scope\":\"V@ "}, {\"activity\":\"Lasa\",\"informati ond ass\":\"fun\",\"scope\":\"
VG "}1}, {\"comm ssi onNane\":\"Tekni sk Systemadmi ni strator SLL\",\"conmm ssionHsal d\":\" SE222- UPPDRAG SLL-
TEKSYSADM N\ ", \ " conmi ssi onPur pose\ ":\ " Admi ni strati on\",\"heal thCareUni t Hsal d\":\ " SE222- ADM N\ ", \ "

heal t hCareUni t Nane\":\"Adm n\",\ "heal t hCar ePr ovi der Hsal d\ ":\ " SE222- SLL\ ", \ "heal t hCar ePr ovi der Nane\ " : \ " SE222-
SLL\",\"heal t hCar eProvi der OrgNo\ ":\ " 2321000214\ ",\ " comm ssi onRi ghts\":[{\"activity\":\"Lasa\", \"

informationCl ass\":\"dia\",\"scope\":\"V@ "}, {\"activity\":\"Lasa\",\"informati ond ass\":\"fun\",\"scope\":\"
VG "} "

}
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